The paper establishes the link between community clouds and m-commerce. The research questions attempt to provide an understanding of the various shopping domains and their convergence through mobile devices. In addition, insight is provided into the development and growth of mobile trends within the context of mcommerce and the cloud. This enables analysis of the Privacy by Design (PbD) framework and uses it to evaluate the next generation of m-commerce designs. This is followed by a discussion of the current issues based on the PbD framework, as well as offers of a solution framework to address the relevant challenges.
Introduction
E-commerce, once a new and emerging field, has gained massive popularity and is on a trajectory for continued growth, particularly in the area of mobile commerce. The term m-commerce refers to the availability of commerce capabilities through wireless devices. It can be considered shopping online and on-the-go. Due to the wireless aspect of m-commerce associated with the portability of smartphones, there is a wider range of shopping capabilities that can be available [1] . Parallel with the expansion of e-commerce in general and mcommerce in particular, we have witnessed an exponential growth of cloud computing technology.
Cloud computing refers to the availability of resources through an on-demand system. Here, the emphasis is on shareability, efficiency, and cost reduction. The cloud is known by various terms, such as "on-demand computing, utility computing, or pay-as-you-go computing" ( [2] , p.84). It allows applications to execute faster and accommodates a wide variety of projects in a timely manner. Additionally, "cloud computing is a distributed computing paradigm that focuses on providing a wide range of users with distributed access to scalable, virtualized hardware and/or software over the internet" ( [3] , p.42).
Andrew McAfee, in the Harvard Business Review (November 2011) article What every CEO needs to know about the cloud, refers to cloud computing as "a sea change-a deep and permanent shift in how computing power is generated and consumed" ( [4] , para 5).
According to [5] the cloud model has three essential service models namely, Software-as-a-Service (SaaS), Platform-as-a-Service and Infrastructure-as-a-Service, and four deployment models. The deployment models are the actual implementation of cloud in form of private, public, hybrid, and community clouds. The latter is designed for exclusive use by a specific community of organizations that have shared missions for addressing and developing solutions that impact consumers and businesses through m-commerce technology, and concerns (e.g. security requirements, policy, and compliance considerations). The community cloud may be owned, maintained, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises [5] .
It is expected that cloud computing enables organizations to expand or contract on demand and provide services at reduced cost. By migrating to such solutions, organizations are not only able to reduce capital and operational expenditures but also to create and sustain a global competitive advantage. According to Gartner report [6] cloud services accelerated workload deployments from weeks to days to minutes, and technologies like containers are accelerating scaling and provisioning to seconds. As such, it is not surprising to see that one of the most successful e-commerce businesses such as Amazon was able to successfully integrate its business into cloud. Amazon was also among the first companies to offer commercial cloud services through the introduction of Amazon Web Services (AWS) in 2002 and its Elastic Compute Cloud (E2C) service in 2006. The latter provides a commercial service through which users can rent computers and related storage and run their own applications [7] . In addition, architectures like "serverless" programming (supported by AWS Lambda) enable more agility for those applications designed to be event-driven and real-time [6] such as e-commerce applications. According to [4] , "As the cloud grows and matures, its vendors will continue to innovate and to differentiate their offering" ( [4] , para 49).
It is also important to note that although cloud solutions provide many advantages, there remain serious challenges ahead including but not limited to security and privacy issues associated with the introduction of new technology.
This study focuses on a thorough overview of privacy issues associated with m-commerce, the constituents of privacy, and the perceptions of privacy. It offers an overview of two existing models namely, Privacy Enhancing Technologies (PETs), and Privacy by Design (PbD). The latter allows for an understanding of the integration of other technologies within the framework of privacy. Therefore, the privacy by design framework is not to be interpreted solely as compliance with a technologyoriented regulation [8] . Rather, it should be viewed as instilling responsibility for the development and execution of data processing systems [8] such as services offered by cloud. Because PETs are being replaced by the privacy by design concept, the focus has been on the design stages [8] . As mentioned by [8] systems should be built from a privacy perspective, beginning at the design stage.
The goals and objectives of this study can be summarized through the research questions that follow:
1. What are the most significant factors impacting privacy and the rise of the use of mobile devices within cloud and m-commerce portals? 2. How can the security and privacy needs and challenges within the specific context of mobile devices be addressed? 3. Do mobile apps join these various shopping domains? 4. How likely are the mobile trends to continue in the future?
The paper will also evaluate shopping behavior in various domains within the context of mobile devices and cloud. The focus on this topic is due to its surging popularity and development within the e-commerce portals. The increasing popularity and developments within the e-commerce portals lead to the need to address requirements for privacy and security. This paper will draw on extensive research from varied areas such as statistical approaches, news reports, academic sources, and databases. The research will assist in understanding the interaction of privacy with other components of a system/business, the factors impacting privacy, the challenges faced by privacy, and the possible ways that the challenges and their impacts can be reduced. This paper will also focus on keyword analysis, and will look at shopping behavior in various domains within the context of the mobile device.
M-commerce, cloud and privacy: A literature review
The existing literature pertains to research based on the emergence of m-commerce, the cloud, the development of online portals, and the inclusion of mobile devices [9] [10] [11] [12] . It provides insight into the classification of m-shopping within the scope of online distribution channels and advanced technology for in-store shopping. Mobile commerce considers the integration of traditional business with distributed commerce [13] . There has been an inclination towards mobility, and this has led to the increase in ubiquitous and smart mobile devices [14] . This increase has resulted in improved communications performance [15] . The performance improvement is visible for example in the number of ways that mobile agents can be used to search and sell products in malls [16] .
There are differences between cloud computing and mobile cloud computing. The latter offers the services of the former within the realm of mobile devices. Mobile cloud computing is defined as the "running of an application on a remote resource rich server" ( [2] , p.87). The authors mention that, the issues in mobile cloud computing include: "operational level issues; end user level issues; service and application level issues; privacy, security and trust, context-awareness, data management" ( [2] , p.88).
As we discussed earlier, within the cloud, there are subdivisions of public, private, hybrid and community. While private clouds pertain to services (hardware and software) that are restricted to an organization, the public cloud offers services (hardware and software) to the general public. Both public and community clouds belong to the same collaboration type, however, from security perspectives, the latter provides a higher level of security [17] .
There is no doubt that cloud computing has an impact on the manner in which the purchase and development of IT hardware occurs, and it has potential advantages such as innovation and cost effectiveness [3] . This is enabled by the customizable offerings of the cloud, for example, in the service models of cloud computing, such as IaaS, PaaS and SaaS. IaaS is "the provision processing, storage, networks… the consumer is able to deploy and run arbitrary software" ( [3] , p.21). Currently, the consumer does not participate in the management or control of the cloud infrastructure. In PaaS, there is an option for creation and modification of applications. Specifically, it refers to the leveraging of a development language for the creation of applications and utilization of the cloud service [3] . In contrast, SaaS refers to the consumer's ability to use the provider's applications [3] . These applications are present in the cloud's infrastructure. All of the aforementioned applications have a considerable impact on business [3, [17] [18] [19] .
There are a plethora of factors that may impact the integration of cloud computing within businesses. Within the specific realm of small-and medium-sized enterprises, these factors can range from cost estimates, ease of use, learning curves, and the perceived and actual needs and expectations of the businesses. In addition, the issues of diverse mobile operating systems (e.g., mac and incompatibility) must also be considered.
Thus, while there is an abundance of mobile-oriented applications [2] , there are still many untapped areas of growth. These include applications that span across diverse categories such as news, business, games and entertainment [2] .
The increase in m-commerce has opened the debate on privacy. Currently, the perception of e-visitors regarding their privacy in e-stores is poor [19] . E-visitors are dependent on e-merchants for protection of their data and for compliance with the mechanisms of flexibility, external regulation, and information practices [19] . There are numerous other methodologies that consider the extension of the traditional commerce model for the purchaser relative to their personal information [20] .
Privacy issues are predominant in technology such as ecommerce, big data and cloud computing [21] . The latter provides immense resources for cloud users to manipulate complex datasets in applications [21] . However, it also endangers privacy due to breaches [21] . The key lies in the balance among cost effectiveness, scalability, flexibility and privacy preservation [21] . Security is also of significance within context of m-commerce and cloud, and this takes into account the development of mobile technology for enhancing usability and increasing security [22] . However, this may not always be possible due to implementation challenges, including a lack of economic incentives and a lack of acceptance by PbD end users in commerce [8, 23] . In addition, the research highlights the following:
First, emphasis is placed on mobile marketing, retailing methodologies with a specific focus on purchasing patterns pertaining to mobile devices and consumer technology traits. Mobile marketing is performed through mobile shopper marketing [9] [10] [11] , which is the merging of mobile marketing and shopper marketing. The increase in mobilemediated transactions and the factors that impact the consumers' intention to adopt m-shopping are observed through additional variables, specifically, compatibility (CO), perceived enjoyment (PE) and perceived cost (PC) in the original technology acceptance model (TAM) [9, 10, 24] .
Second, the relevant literature delves into the history and the development of m-commerce. This provides an understanding of the increase in demand for mobile applications and e-commerce websites. This shows that commerce will no longer be a luxury, but will become a necessity. The literature provides insight into the achievement of wireless secure e-commerce operations (see for example [25, 26] for more details).
Third, the literature discusses the global trading environments offered by e-commerce and the link between e-commerce and holidays, with examples of holidays causing an increase in sales. This facilitates a discussion of mobile commerce's recommendation model that is both personalized and commercialized. This discussion provides insight into large data processing and cloud computing for mobile business [27] .
Fourth, the literature discusses mobile privacy and security concerns, specifically PETs and PbD. Within the context of m-commerce and the cloud, the analysis of the Privacy by Design (PbD) framework and its use for evaluation of the next generation of m-commerce design is discussed. Additionally, the research focuses on the prevalent issues and challenges of privacy in mcommerce and the cloud.
Finally, the existing literature shows the current limitations of the buying experience for consumers that can be rectified by (i) the emergence of new technology; (ii) the engagement of customers; (iii) an increase in mcommerce applications; (iv) addressing the issues pertaining to privacy and security; (v) growth in elements of trust as well as the convergence of communications within e-commerce; and (vi) on features such as mobility, sociability and autonomy.
Privacy
As mentioned above, privacy issues are predominant in technology such as e-commerce, big data and cloud computing [21] . The growth of wireless communication has led to the emergence of a range of handheld devices, such as PDAs, mobile phones, palm computers [28] , and wearable computers such as smartwatches. This growth has highlighted the issues of privacy. According to [29] recent works on cloud privacy have mainly focused on evaluating the reliability of the Cloud Service Provide (CSP) in terms of its security and data privacy measures and its compliance with its SLA [29] . However, little work has been done to investigate the privacy issues from an architectural design perspective. For example, there are several important aspects of privacy, including the incorporation of privacy protections within a business organization and the maintenance of substantial data management procedures for the duration of the cycle of products/services [30] . According to [31] , within the realm of privacy, there are numerous soft computing techniques that must be considered, which lead to the contextual awareness of the principles. These include the development of reliable procedures that allow user access to services [31] . In addition, the access is delegated in conjunction with traditional methods such as cards and personnel numbers [31] . This is expanded through the development of algorithms that consider multiple biometric systems [31] . Other aspects of privacy build on Privacy Enhancing Technologies (PETs) [30] . PETs have defined the context of Privacy by Design (PbD), as the promotion of consumer privacy within organizations is important at every stage of product/service development [30] .
The following sections contain highlights of PETs and PbD frameworks.
The PETs privacy framework
The concept of PETs is complex. It considers new as well as emerging systems. The addition of PETs onto existing systems leads to an impact on system functionality regarding privacy [30] . Because of this, PETs have often been viewed as almost an afterthought by users [30] . Additionally, there is a lack of awareness of the differences between PETs and PbD [30] , as seen in the often unnoticed differences between the PETs and PbD paradigms [30] . There are several ways that these differences can be addressed, including the application of formal methods to facilitate architecture language and logic [18] .
PETs are defined as privacy-enhancing technologies that attempt to reduce privacy risks, minimize data held on individuals, and empower individuals to control their own data [32] . However, the integration of several PETs components is challenging because of the implementation of multiple technologies [18] . In this manner, PbD becomes directly embedded into measures pertaining to the PETs [33] . Such technologies then consider communications, privacy in databases, data mining and information retrieval [33] . Cavoukian [34] argues that while PETs were seen as the solution to ICT privacy concerns, we need a more substantial approach for today's business -extending the use of PETs and their successor PETsPlus to a full functional approach as described by the PbD framework. Rubinstein [30] notes that despite similarities, PETs and PbD are not identical frameworks. Their differences according to [30] are as follows: PETs are applications or tools that address a single dimension of privacy, such as anonymity, confidentiality, or control over personal information. In addition, PETs are added onto existing systems, sometimes as an afterthought by designers and sometimes by the end-users. In contrast, PbD is a systematic approach to designing any technology that embeds privacy into the underlying specifications or architecture (see [30] for more details). The intrinsic value of this design approach lies in its ability to adapt to any technology or product, including cloud computing and m-commerce as discussed in this paper.
The PbD framework
PbD framework contains seven fundamental principles such as: Proactive not Reactive; Privacy as the Default Setting; Full Functionality; End-to-End Security; Visibility; Transparency; and User Privacy and Privacy Embedded into Design. The latter in particular is an important part of this study. The PbD framework offers an approach that is characterized by a proactive privacy measures rather than reactive ones, it assures that all stakeholders whether the business practice or technology involved, operate according to the stated promises and objectives and subject to independent verification [34] . PbD requires architects and operators to keep the interests of the individual uppermost by offering such measures as strong privacy defaults. This includes building privacy-oriented features, earlier implementation of relevant controls, and diversity of the processed data [33] . There are several opportunities that can apply the development of PbD, including the integration and accounting of PbD for the Internet of Things (IoT) [35] .
There are several areas where PbD has been used to elicit privacy requirements. This is accomplished by adherence to the framework of [34] and considering a proactive, preventative, and transparent approach [35] . The current self-regulation has undergone criticism because of its inadequacy for privacy security [17] . This has led to the drive for PbD incorporation within technical systems, leading to a higher accountability of business practices and integration within the design and the network [32] . Therefore, PbD becomes a process rather than a set of principles [32] .
PbD provides several opportunities for development and addressing the challenges associated with privacy designs in software. There are numerous privacy and security challenges arising from malware and vulnerabilities [36] . These include issues pertaining to authorization/authentication, broken cryptography, improper session handling, and inadequate server side controls [36] . PbD in conjunction with an understanding of an application's context would enable issues pertaining to the protection of user privacy to be addressed [37] .
PbD offers extensive functionality, specifically for the safeguarding of privacy [38] . The PbD system can also be seen as multi-disciplinary, considering various dimensions such as technology, the user perspective, design and organization [38] , among others. These dimensions relate to awareness of the privacy risks of incorporating IT system applications with accountable business practices into the physical design and networked infrastructure [34] .
The size of cyberspace has been increasing, and this has had an impact on technology as well. Specifically, cyberspace's regulations are increasingly and directly impacted by the development of technology [39] . The PbD framework would benefit by being supplemented by technology and organizational procedures [38] . These procedures would be focused on a privacy first approach that considers the protection of privacy in the development of technology [38] . The concept of PbD can be propagated by collaboration between IT system administrators and system developers, with the goal of internalizing data protection [8] . This may facilitate organizational changes that consider both technology and organizational measures [8] .
The differences in and the discussion of PETs and PbD pave the way for the industry challenges, as described below.
Industry gaps and challenges in privacy
There are numerous industry challenges related to privacy. First, there has been a push towards automation to further privacy principles. This is seen in the increase in the number of automated decisions [31] . However, there must be compliance with the legal requirements of a region, and this responsibility is placed on the data collectors [31] . This provides the distinction between the data owners and the cloud service providers. Since there are differences within their trust domains, the protection of data privacy is dependent on encryption and effective database utilization [40] .
There are numerous issues that must be considered for the implementation of m-commerce with business integration. These include the application of business process management to m-commerce with the consciousness of privacy, as well as solving any privacy challenges [41] . While there are numerous privacy challenges arising from m-commerce, the uniqueness of some of its attributes allows for convenient operations and interaction within wireless environments [41] .
The protocols pertaining to m-commerce's privacy domain also enable its security protection and enhance its functionality [41] . Therefore, the concern is extended to both perspectives of m-commerce: one that views it as an extension of e-commerce and the second that views it as distinct from e-commerce [42] . The first is called the extension view, and the second is called the uniqueness view [42] . The latter allows for the privacy challenges of m-commerce that are based on the uniqueness view [42] . Other privacy-enhancing mechanisms include people-centric sensing (PCS), which enables malware detection and efficient management [43] . Therefore, the PbD paradigm considers a range of factors such as customers' concerns, the acceptance of technology, and organizational security and privacy practices [44] . This results in shared responsibility for privacy. Privacy policies then become the responsibility of varied departments and organizational levels [44] .
Other instances are seen in MCH, which is the mobile crowdsourcing network focused on the integration of mobile capabilities with crowdsourcing [45] . In this manner, there is an application of human involvement with mobile devices [45] . Confidentiality and user privacy are important parts of PETs [46] . The combination must consider efficiency, usability, and privacy [23] . This is evident in the mobile agent security problem where greater emphasis is required on encryption [47] . There are costs associated with information privacy. Previously, these costs were quite high; however, they have decreased over the past several years [48] . As mentioned by [49] , there has been an increased focus on security, cryptography and privacy when it comes to the future of mobile communications.
Shopping behavior
There are varied and evolving advantages of mcommerce. These range from flexibility, portability, and ease of use, to the availability of shopping options, coupon availability, and ease of redeeming coupons. As such, m-commerce increases consumer demand, and consequently the profits for businesses. A portion of the reason is continuous consumer contact, and so the focus is placed on consumer engagement [50] . This facilitates the linkages with consumer shopping behavior.
M-commerce has had a significant impact on shopping behavior. In general, e-commerce has transformed the business sphere since its emergence in the 1990s [24] . This is apparent across aspects such as retail, shopping and customer behavior. M-commerce has gained popularity through the availability of electronic payment systems and diverse web services. The former work through networks and cellular-service providers [51] , and the latter are accessibility oriented and lighterweight smartphones and laptops [52] .
M-commerce has huge potential for growth. According to eMarketer, "m-commerce's rapid growth is primarily coming from smartphones" and smartphones will surpass the sales of tablets for the first time in 2017 and comprise nearly 50% of all retail m-commerce sales [53] . In particular, the emerging markets show substantial potential for m-commerce service providers [24] . However, this potential cannot be analyzed easily, as it is subject to a range of factors. For example, the services offered by mobile providers allow pattern prediction and have added popularity to m-commerce [24, 52] .
Theoretical framework and data analysis
The theoretical framework of this study considers concepts, variables, and relationships pertaining to mobile devices within e-commerce, and the corresponding privacy and PbD challenges. The research study is inclined towards the inductive method, in keeping with the continuous development of privacy, and the plethora of factors impacting privacy, security and usability trends. As the use of mobile devices is fairly new, there is a possibility of new observations from the data. A variety of research methods are incorporated to perform data analysis.
In this exploratory study, we conducted two sets of data analyses on existing literature regarding mcommerce, community clouds and data security and privacy. A total of 89 relevant articles were analyzed. We conducted our data analysis through five unique steps. In step 1, each article was assigned a unique identification code. In step 2, each article was imported as an Adobe PDF document into NVivo 10 data analysis software, and the source articles were then coded using the following categories: a) terms used to describe mcommerce -technology, keywords and the associated frameworks; b) statements regarding e-commerce privacy and security issues; and c) statements regarding mcommerce cloud computing privacy and security issues. In step 3, a textual reproduction of all of the empirical observations was generated. From the lists of extracted keywords from reviewed articles shown in Appendix A, we were able to identify 158 unique keywords. We were then able to export those keywords into Microsoft Excel tables for further analysis. In step 5, from the 158 unique keywords, we were able to sort and categorize 148 into eight different categories as shown in Table 1 .
The data in Table 1 can be visualized via the bar chart in Fig. 1 .
Data observations
Our data observations from the extant literature show that in general, mobile was a significant occurrence, with appearances in the areas of shopping, commerce, communications and locations. It also overlapped in the marketing and cloud categories, through the use of keywords such as mobile marketing and mobile cloud computing. Mobile shopping was used interchangeably with m-shopping, as was mobile commerce with mcommerce and mobile e-commerce. Additionally, there was little or no emphasis on mobile security and privacy.
Within cloud, the primary focus was on the types of clouds, security, and the business components. The retail category was expansive and covered a range of areas, considering the perspectives of the retailer, the online retailer, and vendors. In doing so, the focus was on profits and the payment ecosystem.
The groupings for privacy/security revealed the associated jurisdiction and regulation. The conceptual and miscellaneous categories held keywords that could not be solely and primarily placed in the other categories. However, they were significant in understanding the context and the discussion of this study. The keywords related to privacy and security research are shown in Table 2 .
Within the context of m-commerce, Table 2 highlights the following:
(i).The emphasis on privacy is greater than that on security. (ii).There are numerous commonalities between privacy and security. (iii).There are security-specific solutions; however, privacy is developing at a faster pace.
Finally, one of the notable issues that emerged from our literature review is that we could not locate any keywords representing community clouds with m-commerce (see Table 3 in Appendix).
Proposed models
With regards to IT adoption, one of the prominent ecommerce models discussed in literature is the Technology Acceptance Model (TAM) [54, 55] and its extension [56] . This theory consists of four direct determinants; "Perceived Usefulness", "Perceived Ease of Use", "Intension to Use", and "Usage behavior". According to [57] in Exploring the Factors Influencing the Adoption of Mobile Commerce, the perceived usefulness and perceived ease of use are two key determinants of technology adoption. The author argues that while TAM is a useful model for predicting user's intention to adopt a new technology, incorporating the perceived behavioral control, drawn from Theory of Planned Behavior (see [58] for more details), provides a better explanation for the user intention to adopt new applications and services such as m-commerce. According to [46] , the prevalent m-commerce model is shown in Fig. 2 . Li [59] argues that TAM's fundamental constructs in determining the acceptance and use of technology may not fully reflect the user's behavior toward newly emerging technology like e-commerce including the Internet Banking and/or the m-commerce. The author stresses the fact that the risk perception associated with security and privacy concerns over the Internet has been a common and widely recognized deterrent to e-commerce acceptance. This claim is confirmed by our study summarized in Table 2 . As such, security and privacy along with the usability of a system, as depicted in Fig. 4a play an important role in customer's acceptance of new technology, in particular the e-commerce. The current interaction of privacy, security and usability as mentioned by [59] is shown in Fig. 4a .
The aforementioned discussion on mobile commerce and clouds has highlighted the gaps in security and privacy for businesses. These issues must be balanced in conjunction with accommodation for growth and collaboration. This is where the concept of community clouds can be beneficial. Community clouds are defined as a service provided to a defined number of individuals that is managed and governed by a third-party provider [60] .
Community clouds are cost effective and assist users with security and privacy. They have similarities with private clouds, except that the availability of resources is guided by security and privacy protocols and is "exclusive to two or more organizations" ( [3] , p.25). The modes of improvement for community clouds include reducing costs and addressing the "fixed amount of bandwidth and data storage shared among all community members" ( [3] , p.25).
Community clouds are used when there is a construction and sharing of "cloud infrastructure… requirements and policies" ( [61] , p.879). There is also the provision for the cloud infrastructure to "be hosted by a third-party provider or within one of the organizations in the community" ( [61] , p.879). The advantages of cloud computing can range from "easy management, cost reduction, uninterrupted services disaster management, and green computing" ( [61] , p.879) to high availability [62] . All of these enable community clouds to be a viable option to address the needs of m-commerce in conjunction with security and privacy.
The model shown in Fig. 2 does not address the impact, positioning, and usefulness of community clouds. Specifically, this study links the community cloud to mcommerce as depicted in Fig. 3 . Doing so will enable understanding of the cloud providing for all customers under one consolidated platform rather than tiny applications on different platforms. This is through the community/industry cloud, which co-locates all e-commerce or selected e- commerce applications under on one platform. In addition, it enables the research of mobile applications for m-commerce from the perspective of client accessibility. The inclusion of the community cloud allows for linking with perceived usefulness and ease of use. In addition, it allows for personal innovativeness, through openness to creativity and change. Ultimately, these attributes allow users to ease into their intention to adopt. Figure 4b shows the integration of the PbD framework into the legacy framework of privacy, security and usability (see Fig. 4a ) as described by [61, 63] . This integration highlights the vital links between privacy, security and usability in building an organization's credibility and trust [64] .
The updated model considers the dynamic nature of privacy. In addition, it addresses the need for flexibility, adaptability and transparency [65] in the process. This facilitates a richer and smoother user experience. It establishes the required accountable business practices with the commitment to customers' relationships as related to privacy and trust in mobile cloud computing. As argued by Vanderhoof [66] , addressing privacy can be done via socio-cultural solutions, i.e., considering the user and the system. This would not only facilitate greater trust between the user and the system [66] , but also the organization's commitments for protecting privacy of customers and their personal information.
Moorman et al. [67] state that commitment is synonymous to value in a relationship. In this context, relationship commitment and trust are not only important variables in marketing relationships [68, 69] but also are key mediating variables in these relationships [70] . In addition, relationship commitment positively influences acquiescence, whereas trust influences acquiescence only through relationship commitment. As such, relationships are built on the foundation of mutual commitment [71] , and trust exists when one party has confidence in an exchange partner's reliability and integrity [70] . When both commitment and trust are present, they produce outcomes that promote efficiency, productivity, and effectiveness. In short, commitment and trust lead directly to cooperative behaviors that are conducive to relationship marketing [70] . Finally, the integration of PbD into the mobile community cloud, as argued by [34] , advances the view that the future of privacy cannot be assured solely by compliance with regulatory frameworks; rather, assurance of privacy offers organizations a suitable mode of operation for building trust with their customers. 
Conclusion
The above discussion highlights the importance of the placement of community clouds within industry. It has numerous benefits, including addressing incompatibility, trust (application, infrastructure), ease of use, and cost effectiveness. There has also been encouragement for e-commerce to focus on mobile compliance and compatibility within a range of platforms. This is due to the multitude of advantages for mobile internet that allow the cloud to have constant access to resources. The trends are expected to continue as "mobile commerce traction will continue its climb; for retailers, the money is in the mobile Web, not the app; optimized mobile checkout will be a top priority; and physical stores will support the mobile surge" [72] .
As discussed above, the community cloud is a collection of industry standards. There is an existing lack of standards (which is limiting user-friendly mobile internet, wireless access, and ubiquitous access to resources (update, modify, downloads)). By focusing on industry standards, community clouds define their niche and show their potential positive impact to businesses, consumers, and the industry as a whole. It will enable the industry to be more cohesive, allow better business models, and allow for smoother mobile commerce experiences. This would increase the demand for businesses and allow more choices for consumers.
Addressing privacy can be done via socio-cultural solutions, i.e., considering the user and the system [73] . This would facilitate greater trust between the user and the system. Therefore, trust cannot be seen as permanent but instead has to be continually renegotiated [73] . For confidence and the protection of information, a combination of technology and business policies is needed [66] . There has been an increase in the concern towards privacy, especially within the context of data analysis [74] . Privacy by design enables the development of a technology framework that addresses the privacy challenges [74] . The aforementioned background, discussion, data analysis, and proposed model have highlighted the interaction among privacy, security, and adaptability. Fig. 3 The m-commerce cloud adopted from [57] 
